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PROGRAMMA

Computer Forensics in Today’s World

Law and Computer Forensics

Computer Investigation Process

First Responder Procedure

CSIRT

Computer Forensic Lab

Understanding File Systems and Hard Disks
Understanding Digital Media Devices
Windows, Linux and Machintosh Boot Process
Windows Forensics

Linux Forensics

Computer Forensics Tools

Forensics Investigation Using Encase
Recovering Deleted Files and Deleted Partitions
Image File Forensics

Steganography

: Application Password Cracker

Network Forensics and Investigating Logs
Investigating Network Traffic

Investigating Web Attacks

Router Forensics

Investigating DoS Attacks
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- Modulo 23: Investigating Internet Crimes

- Modulo 24: Tracking E-mails and Investigating E-mail Crimes
- Modulo 25: Investigating Corporate Espionage

- Modulo 26: Investigating sexual harassment incidents

- Modulo 27: Investigating Child Pornography

- Modulo 28: PDA Forensics

- Modulo 29: iPod Forensics

- Modulo 30: Blackberry Forensics

- Modulo 31: Investigative Reports

- Modulo 32: Become an Expert Witness

La parte frontale del corso verra focalizzata su un sottoinsieme dei moduli presentati, in funzione delle
esigenze dei partecipanti.



